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USER INSTALLS INSTANCE OF UNTAGGED 
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FIG. 7 
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VENDOR DETECTS INFRINGING 
SOFTWARE (INF.SW) 
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VENDOR SUBMITS COPY OF INFRINGING SOFTWARE (INF_SW) TO 
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INF_SW = STRING_INF[O...N] 
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GUARDIAN CENTER COMPUTES ALL 
FINGERPRINTS Yi ON INFRINGING SOFTWARE 
Yi = FP(STRING_INF[i,i+k-1]), WHERE 
0<=k=N-k+1 
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INTO THE FINGERPRINT DATA STRUCTURE 



GUARDIAN CENTER MADE AWARE OF INFRINGING SOFTWARE 



FIG. 11 
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370 

USER DEVICE'S SUPERVISING PROGRAM CALLS UP THE GUARDIAN CENTER IN 
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421 



FOR EVERY PAY_PER_USE INST_SW IN TAG_TABLE, SEND 
USAGE DATA TO VENDOR AND FOR EVERY EXPIRED INST.SW 
IN TAG TABLE, PREPARE ACTION = DISABLE (TAG_INST_SW) 
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CONTINUE (TAG_INST_SW) 
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HASH(TAG_TABLE)), WHERE ACTIONS=(ACTION1, ACTION2, 
...) SELECTED FROM LIST OF ACTIONS AND PUNITIVE 
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